IJCAI 2021 Tutorial:
Towards Robust Deep Learning Models:
Verification, Falsification, and Rectification

Wenjie Ruan?!, Xinping Yi?, Elena Botoeva®, Xiaowei Huang?

YUniversity of Exeter, UK;  2University of Liverpool, UK;  3Imperial College, UK



Outline
—

Introduction

Falsi cation through Adversarial Attack
Recti cation through Adversarial Training
Robustness Veri cation

Veri cation in Practice

Conclusions and Future Directions




Table of Contents
—

Introduction




Introduction

(A 7



Deep Learning in Safety-Critical Systems
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Deep learning models are pervasively applied in many safety-critical systems!




Deep Learning in Safety-Critical Systems
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Deep Learning in Safety-Critical Systems

|: Deep Learning for
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I Self-driving Cars

I Autonomous Vehicles




Can We Trust its Decisions?

—

Researchers and Practitioners may have many concerns...

I How does a deep learning model make a decision?

I Does deep learning always make a correct decision?

I Under what circumstances a deep learning model will make a wrong decision?
I

Ultimate Question:Can we really trust the decisions made by deep learning
models, especially on safety-critical applications?




Vulnerability to Adversarial Examples

—

Yet we cannottrust deep learning models, at leasbt now ...

Simple approach tdool deep neural networks: Fast Gradient Sign Method
(FGSM) [Goodfellow et al., 2014]

Goodfellow et al (ICLR 2014). Explaining and harnessing adversarial examples.




Vulnerability to Adversarial Examples
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Such vulnerabilities arpervasive..
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