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Deep Learning in Safety-Critical Systems 5

Deep learning models are pervasively applied in many safety-critical systems!
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Deep Learning in Safety-Critical Systems 6

I Drug Discovery and Development

I Automatic Medical Diagnosis
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Deep Learning in Safety-Critical Systems 7

I Self-driving Cars

I Autonomous Vehicles
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Can We Trust its Decisions? 8

Researchers and Practitioners may have many concerns...

I How does a deep learning model make a decision?
I Does deep learning always make a correct decision?
I Under what circumstances a deep learning model will make a wrong decision?
I ... ...

Ultimate Question:Can we really trust the decisions made by deep learning
models, especially on safety-critical applications?
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Vulnerability to Adversarial Examples 9

Yet we cannottrust deep learning models, at leastnot now ...

Simple approach tofool deep neural networks: Fast Gradient Sign Method
(FGSM) [Goodfellow et al., 2014]

Goodfellow et al (ICLR 2014). Explaining and harnessing adversarial examples.
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Vulnerability to Adversarial Examples 10

Such vulnerabilities arepervasive...
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